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Introduction

1. The Role of Governance 
Across Blockchain Sectors

The success or failure of public blockchains and the applications built on them 
depends heavily on protocol governance. Unlike in traditional centralized models, 
the governance of public blockchains ought to be, to some extent, decentralized in 
order to eliminate single points of failure, resist censorship and mitigate regulatory 
risks.

An alternative governance framework 
deployed by some L1 blockchains is 
explicit governance, which typically 
involves mechanisms such as token-
based voting, community proposals,

and multisignature approvals. These

allow stakeholders to have a voice

in the direction of the protocol.

Most L1 blockchains operate on so-

called “rough social consensus,” where 
changes are discussed in an 
unstructured offchain process.

Decisions about protocol changes are 
effected via the forking of the chain.

A well-designed governance model 
encourages active participation and 
aligned incentives for tokenholders to 
contribute to the protocol’s growth and 
sustainability. This may include rewards 
for participating in votes or proposing 
valuable improvements. 

On L1 blockchains, governance 
frameworks determine how the 
community decides on code upgrades 
and protocol rules. A strong governance 
structure is essential for creating long-
term stability, security, and 
decentralization. 
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While governance is important for L1 
blockchains, similar challenges are 
present on the application layer. 

Decentralized Autonomous Organizations 
(“DAOs”) are vehicles that are often used 
to implement blockchain-based 
governance.

In DAO governance, typically, members 
of the DAO vote through decentralized 
mechanisms. Examples of protocol 
upgrades made through such 
mechanisms include changes to 

 risk parameters and 
stability fees for the DAI stablecoin. 
Similarly,  allows its community 
to vote on liquidity pool management 
and fee structures.

MakerDAO’s

Uniswap

https://cointelegraph.com/news/makerdao-users-vote-on-stability-fee-increase-as-dai-stablecoin-peg-wobbles
https://cointelegraph.com/news/uniswap-foundation-discloses-holdings-and-grants-commitments


Tokenomics and asset reallocation 
decisions are also common, as seen in 

 community-approved transition 
from LEND to AAVE tokens. DAOs such

as  decide on fund distribution

and use community votes to support 
open-source development. This wide 
scope of decision-making shows how 
DAOs govern various aspects of 
blockchain protocols. The potential 
pitfalls and complexities in the design

of governance systems have become 
evident in the recent failure of these 
systems in any major project.

Aave’s

Gitcoin

In a more recent incident, 
 attracted controversy over a 

governance proposal spearheaded by

a voting bloc known as the “Golden Boys.”

Compound 
Finance

DAOs often rely on token-based voting, 
which can concentrate voting power in 
the hands of a few large tokenholders, 
making the system susceptible to 
manipulation. A classic example of such 
governance failure is the SushiSwap 
leadership crisis.

SushiSwap’s anonymous founder, Chef 
Nomi, unexpectedly withdrew $14 million 
worth of SUSHI tokens from the 
protocol’s development fund. This action 
led to widespread panic and outrage in 
the community. The incident exposed 
vulnerabilities in the protocol’s 
governance structure as well as the risks 
associated with anonymous leadership.​
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Proposal 289 sought to transfer 499,000 
COMP tokens (worth approximately $24.1 
million) to the goldCOMP Treasury Fund, 
which was under the sole control of the 
Golden Boys through a multisignature 
wallet. This raised concerns about the 
centralization of governance tokens,

as critics argued that the group would 
control both the funds and governance 
rights tied to those tokens.

While some saw this as a governance 
attack, others viewed it as a legitimate 
proposal within the bounds of the 
governance system. Michael Lewellen 
from OpenZeppelin was among those 
who criticized the proposal, warning that 
the concentration of power within the 
Golden Boys could threaten Compound’s 
decentralized governance structure.

These situations illustrate the potential 
complexity of DeFi governance. Although 
the boundaries for acceptable power 
structures in decentralized organizations 
are not universally agreed upon, they 
highlight how hard maintaining 
decentralization is in practice.


https://beincrypto.com/lend-token-migration-to-aave-confirmed-supply-getting-slashed/
https://cryptorank.io/news/feed/1ccdc-op-ed-lets-talk-about-gitcoin-the-silence-around-open-source-funding-is-deafening
https://cointelegraph.com/news/compound-finance-proposals-elicit-governance-attack-allegations-dao
https://cointelegraph.com/news/compound-finance-proposals-elicit-governance-attack-allegations-dao
https://blockworks.co/news/update-cto-resigns-as-sushiswap-struggles-arca-submits-restructuring-proposal
https://blockworks.co/news/update-cto-resigns-as-sushiswap-struggles-arca-submits-restructuring-proposal
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2. The Risk of Centralization
They can exert control over transaction 
execution and could attempt to resist 
future network upgrades aimed at the 
decentralization of staking. 


Ethereum also faces scrutiny in terms

of  particularly after

the implementation of the US Office

of Foreign Assets Control sanctions.

In response to these sanctions, several 
Ethereum validators began censoring 
transactions to and from blacklisted 
addresses.

censorship risk,

This has sparked debates around 
Ethereum’s capacity to remain 
decentralized and censorship-resistant

in practice, given that key participants 
have the power to selectively process 
transactions. As of late October 2024, 
more than 
are OFAC-compliant compared to 35% 
three months prior, indicating a trend

in censorship growth.

50% of the proposed blocks 

An older but prominent example involves 
an incident relating to the 
blockchain. After acquiring Steemit Inc., 
Justin Sun used his stake to replace 
Steem witnesses, the network 
participants responsible for validating 
transactions.

Steem 

Sun justified the move by claiming it was 
necessary to protect the network from

a “hostile fork” initiated by dissenting 
witnesses. This was perceived by many

in the community as a hostile takeover, 
threatening the decentralization and 
autonomy of the network.

Many L1 networks risk centralization 
when a small group of participants,

be it developers, validators, dominant 
applications or major tokenholders,

gain disproportionate control over the 
network’s governance decisions. 

Unlike other types of projects, where 
governance is typically focused on 
specific applications, L1 blockchains 
must balance the interests of the entire 
ecosystem they support. If power is 
concentrated in a few hands, this can 
put L1 governance at risk of serving 
narrow interests.

For example, despite Ethereum’s 
decentralized PoS system, block 
production has been increasingly 
dominated by a few large validators

and entities, such as Lido, Coinbase,

and Kraken. These entities control a 
significant share of Ethereum’s staking 
pool, raising concerns about the 
concentration of power in block 
production.

As of the beginning of 2024, 
 of the staked ETH, 

leading to worries about the potential 
for censorship, collusion, or external 
influence on block validation. This 
concentration of control has led to

fears that these entities could 
coordinate to serve narrow interests.

Lido alone 
controlled over 30%

While the Ethereum Foundation and core 
developers primarily drive protocol 
decisions on Ethereum, the dominance 
of a few block producers still raises 
concerns.

https://cointelegraph.com/news/ethereum-inches-even-closer-to-total-censorship-due-to-ofac-compliance
https://www.mevwatch.info/
https://cointelegraph.com/magazine/justin-suns-epic-fail-steem-community-nailed-it/
https://cointelegraph.com/news/lido-ethereum-staking-market-share-below-30
https://cointelegraph.com/news/lido-ethereum-staking-market-share-below-30
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Governance failures can not only 
partition and centralize control over 
blockchain networks but also result in 
more direct financial losses for their 
users. If this happens, they are referred 
to as governance attacks.

To pre-empt this, Steem’s original 
witnesses temporarily froze Sun’s voting 
power. However, he retaliated by enlisting 
major exchanges like Binance and Huobi 
to use their customers’ tokens to regain 
control. The result was a hard fork of the 
blockchain, in which the original 
community rebranded as Hive blockchain 
and separated from Steem.



7

3. Governance Attacks
attacks accounted for a considerable 
portion of these losses, with 

 of around $1 million. 
Governance attacks usually target the 
governance mechanisms of DeFi 
protocols and attempt to exploit the 
decentralized voting processes to push 
through harmful proposals.


median 
losses per incident

Although governance attacks represent 
only a small fraction of the total losses 
from security breaches in crypto, they are 
by no means negligible. In 2023, the total 
value of losses in the cryptocurrency 
space was approximately $1.8 billion 
(Figure 1).

Although exact figures vary, it is 
estimated that governance-related 

A notable example of a governance 
attack occurred with 
In this incident, the governance attack 
was made possible due to a critical flaw 
in the protocol’s governance structure. 
Specifically, the vulnerability was in the 

 between the 
passing of a governance proposal and 
the release of funds.

Beanstalk Farms.


lack of a lock-up period

flash loan and push through a malicious 
proposal.

This allowed the attacker to accumulate 
a large amount of voting power using a 

The attacker took out the flash loan, 
acquired a majority of the governance 
tokens and thus passed the proposal that 
drained $182 million from the protocol. 
The flaw was not in the code per se but in 
the governance design that failed to 
account for the possibility of flash loans 
being used to temporarily amass voting 
power.

Figure 1: Hacking incidents in the crypto industry by type, 2023
Median value stolen in hacks: breakdown by subtype, 2023

Source: Halborn
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https://www.chainalysis.com/blog/crypto-hacking-stolen-funds-2024/
https://www.chainalysis.com/blog/crypto-hacking-stolen-funds-2024/
https://cointelegraph.com/news/beanstalk-farms-loses-182m-in-defi-governance-exploit
https://www.vidma.io/blog/the-beanstalk-bonanza-unraveling-the-181-million-defi-governance-exploit
https://www.vidma.io/blog/the-beanstalk-bonanza-unraveling-the-181-million-defi-governance-exploit
https://www.chainalysis.com/blog/crypto-hacking-stolen-funds-2024/
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4. Q Protocol
Q’s governance model is based on three 
main pillars:

Achieving social consensus in 
decentralized systems remains one

of the most challenging aspects of 
blockchain governance. Balancing the 
varied interests of stakeholders—each 
with their own priorities—often leads to 
extended decision-making processes 
and, in some cases, deadlock.

The is a legally binding 
agreement between all Q protocol 
ecosystem participants, including 
Validator Nodes, Root Nodes and QGOV 
Token holders.

Q Constitution 

These stakeholders play distinct roles in 
the governance and operation of the 
network. Validator Nodes are responsible 
for maintaining network integrity, 
processing transactions, and securing 
the blockchain.

Root Nodes act as overseers and ensure 
that Validators and other stakeholders 
comply with the rules outlined in the Q 
Constitution. 

Meanwhile, QGOV Token holders 
participate in key governance decisions, 
such as protocol amendments and the 
election of Root Nodes.

According to the , QGOV 
Token Holders have the right to propose 
changes to the Q Constitution and vote 
on other governance-related decisions 
as mentioned below in Table 1. Proposals 
can include amendments to the protocol, 
updates to the governance framework, 
or the election and removal of Validator 
Nodes and Root Nodes.

Q Constitution

Systems without well-structured 
governance frameworks, are vulnerable 
to inefficiencies, manipulation, and 
delays. has developed a 
governance model aimed at addressing 
these challenges. By combining 
decentralized decision-making with 
oversight mechanisms, it helps reduce 
risks of manipulation and centralization. 


Q Protocol 

A ruleset that defines the rules of the 
protocol called the Q Constitution;

An architecture enabling onchain 
enforcement of this ruleset, including a set 
of specialized nodes called Root Nodes;

A dispute resolution mechanism involving 
offchain private arbitration.

4.1 The Q Constitution

https://q.org/constitution#_part_a_first_level_definitions
https://q.org/constitution#_part_a_first_level_definitions
https://q.org/
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Table 1: Stages of the Q Protocol Voting Process

Source: Q Constitution

Step

Proposal Submission Any QGOV Token Holder can submit a 
proposal for community consideration.

A minimum number of participating token 
holders (quorum) is required for the 
proposal to proceed, depending on the 
type of proposal.

QGOV Token Holders cast votes 
proportional to their token holdings.

QGOV Token Holders can delegate their 
voting power to trusted participants, such 
as community leaders or expert panel 
members.

Proposals may require a simple majority 
(>50%) or a supermajority for approval, 
depending on the type of proposal.

Quorum Requirements

Voting

Delegated Voting

Decision-Making

Description

Moreover, Q has Expert Panels for 
decisions that require specialized 
knowledge. QGOV tokenholders can 
delegate certain governance decisions 
to specific Expert Panels. They can 
thereby ensure that decisions requiring 
specialized knowledge are taken by 
professionals with deep knowledge of 
the ecosystem. 

However, the scope of discretion which 
Expert Panels can exercise in their 
decisions is clearly defined, ensuring 
that they cannot abuse their power. 

They are kept in check by Q’s Root 
Nodes, which have the power to veto 
Expert Panel decisions if they do not 
comply with the Q Constitution.

Expert Panels also counter voter fatigue 
by enabling the delegation of “daily 
business” decisions to a small group of 
dedicated stakeholders. 

https://q.org/constitution#_part_a_first_level_definitions
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Q’s architecture enforces the rules 
defined in the Q Constitution. There is a 
mechanism for assessing rules that 
cannot be objectively proven onchain - 
so-called “subjective” rules. The need for 
building such a mechanism arises since 
automated enforcement via smart 
contracts or client software can only be 
applied to a limited set of rules, where all 
future scenarios and outcomes can be 
clearly foreseen. 

However, this is not the case for most 
rules in business and society. Often, 
unforeseen scenarios can occur where 
an interpretation of the parties’ intent, 
which agreed on the rules, is required. By 
providing a mechanism for enforcing 
subjective rules, Q enables more 
sophisticated and nuanced rules to be 
implemented in a fully decentralized way.

A special set of full nodes, so-called Root 
Nodes, play a critical part in the 
mechanism for enforcing subjective 
rules. These Root Nodes are operated by 
known individuals or entities who can 
interpret subjective rules and execute 
related decisions via transactions on the 
Q Blockchain. 

A technical feature called “Layer 0 
governance” also allows Root Nodes to 
pass messages without relying on the Q 
Blockchain itself.  

This provides an increased level of 
censorship resistance: Via Layer 0 
governance, Root Nodes can effectively 
exclude rogue validator nodes from the 
chain’s consensus and thereby reinstate 
the chain’s integrity even in the case of a 
malicious majority of validators.

4.2 Onchain Enforcement of 
Subjective Protocol Rules

The mechanisms for enforcing 
subjective rules are not only applied to 
the Q Protocol itself. They can also be 
used by other protocols and 
applications. To do so, they need to “opt-
in” to Q’s governance-as-a-service 
features. Current examples of how other 
applications use Q’s governance services 
include:

Protection of DAO treasury spending rules;

Protection of critical code in code upgrades;

Validity of documentation of expert opinions 
in protocol governance decisions.

While the protocols that use Q’s 
governance services remain 
autonomous, they subject specific 
decisions to Q’s governance oversight, 
adding security to critical governance 
decisions. This gives rise to the concept 
of “Shared Governance Security,” 
whereby different protocols share the 
security guarantees of the Q Protocol 
with regard to specific governance 
decisions. 
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4.3 Dispute Resolution and ICC
Q Protocol incorporates a 

 mechanism that links the 
onchain governance systems with 
offchain legal enforcement. With the 

Q has integrated arbitration services

to resolve governance conflicts.

Dispute 
Resolution

International Chamber of Commerce,


For example, suppose a Validator Node 
receives a slashing penalty, perhaps due 
to downtime or for failing to validate 
transactions. 

In that case, the node can contest the 
penalty by taking the matter to ICC 
arbitration. The Validator could argue 
that the penalty was unjustified because 
the downtime was caused by a force 
majeure event, such as a large-scale 
internet outage in their region.

After reviewing all the evidence, the ICC 
tribunal could issue a legally binding 
decision, either upholding the slashing 
penalty, reducing it or even reversing it, 
depending on the facts presented.

Another potential example of offchain 
arbitration is when a proposal is 
approved, while some stakeholders 
believe it violates the Q Constitution or 
their rights as participants. 

These stakeholders could contest the 
outcome through the ICC arbitration 
process. For instance, a governance 
decision may disproportionately benefit 
one group of tokenholders or alter the 
protocol in a way that breaches the 
agreed-upon governance rules.

These stakeholders could contest the 
outcome through the ICC arbitration 
process. For instance, a governance 
decision may disproportionately benefit 
one group of tokenholders or alter the 
protocol in a way that breaches the 
agreed-upon governance rules.

In the future, Q plans to incorporate 
additional private arbitration options to 
give stakeholders the flexibility to 
choose the arbitration framework most 
suitable to their specific case. In order to 
limit abuse and unnecessary arbitration 
proceedings, a party making a claim will 
have to pay an advance on the costs 
related to their claim.

This combination of onchain 
mechanisms (e.g., token slashing, 
automated voting) and offchain legal 
enforcement (e.g., arbitration through the 
International Chamber of Commerce) 
ensures that the governance rules have 
legal weight, similar to a traditional 
contract. It guarantees that the 
network’s governance is transparent, 
enforceable, and resistant to 
manipulation.

https://q.org/files/Q_Whitepaper_v1.0.pdf
https://q.org/files/Q_Whitepaper_v1.0.pdf
https://iccwbo.org/dispute-resolution/dispute-resolution-services/icc-international-court-of-arbitration/
https://iccwbo.org/dispute-resolution/dispute-resolution-services/icc-international-court-of-arbitration/
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4.4 Tokenomics and Governance 
Mechanism

The Q protocol’s QGOV token playes a 
crucial role in its governance and wider 
ecosystem. Tokenholders can vote on 
governance decisions, such as 
amendments to the Constitution, 
protocol upgrades, and the selection of 
Root Nodes. Such votes ensure 
decentralized control over the protocol’s 
development and allow the community 
to influence critical changes to the 
network.


When governance votes take place, 
QGOV tokens are locked for a certain 
period. Voting lasts from 24 to 672 hours, 
depending on the subject of the vote. 
This lock-up prevents vote manipulation 
and ensures that those participating in 
governance decisions are financially 
invested in the network’s success even 
after votes are cast. 


In addition to direct voting, the system 
allows for delegated voting, in which 
tokenholders can transfer their voting 
rights to trusted participants. 

This delegation mechanism ensures that 
individuals who may not have the time 
and expertise to actively participate in 

governance can still influence outcomes 
by assigning their voting power to 
trusted experts or community leaders. 
Expert Panels and other trusted 
community figures can thus gain 
influence through delegated votes and 
ensure that decisions align with the long-
term interests of the network.

The initial total supply of QGOV tokens 
has been set at 1 billion.  New QGOV 
tokens are continuously minted through 
a block subsidy mechanism, which 
ensures an ongoing stream of rewards 
to Validators and Root Nodes and QGOV 
tokenholders who deposit their tokens in 
a Q Vault. The annual inflation rate 
amounts to approximately 0.95% during 
the first year (Figure 2). 

Figure 2: QGOV Supply Metrics
QGOV Distribution

Source: Q Protocol

at Mainnet Genesis

Total token supply

Circulating token supply Ticker Chain ID

Annual inflation rate

1B QGOV

161.5M QGOV 35441

~0.95%

in the first year after 
Genesis

https://q.org/build/get-q
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Validators are compensated based on 
the number of QGOV tokens they have 
staked, including token delegations they 
have received from other QGOV 
tokenholders (Figure 3). 

In contrast, Root Nodes are 
compensated with a fixed amount, 
irrespective of their stake amount. This 
approach promotes the diversity and 
independence of the Root Node panel, 
which in turn ensures their 
incorruptibility.

40%

Community & growth

10%

Community airdrop

18%

Foundation

10%

Team

6%

Reserved for future 
sales

6%

Private sale

10%

Early backers

Figure 3: QGOV Token allocation

Source: Q Protocol

4.5 Root Nodes
Root Nodes ensure that network 
participants comply with specific 
governance-related aspects of the Q 
Constitution that cannot be fully 
automated. This includes the rules of the 
Q Protocol itself, as well as rules of other 
applications and protocols that have 
opted-in to use Q’s governance services. 


With regards to Q Protocol rules, a key 
part of this enforcement is Root nodes’ 
obligation to impose slashing penalties 
on Validator Nodes that fail to comply 
with the rules. The amount of QGOVs 
slashed depends on the severity of the 
violation.

For instance, minor infractions such as 
temporary downtime may result in a 
small percentage of tokens being 
slashed. More serious violations that 
directly harm other stakeholders, such 
as attempting to manipulate governance 
votes or tamper with transaction 
validation, can lead to 100% of the 
staked QGOV being forfeited.

These slashing conditions are clearly 
defined in the Q Constitution, which 
ensures that the rights of stakeholders 
can be enforced through legal means, 
even if the protocol itself fails to enforce 
them at the technical level.

https://q.org/build/get-q
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Root Nodes also maintain a whitelist of 
compliant Validator Nodes for each 
validation cycle, which excludes Validator 
Nodes that have previously attempted to 
block the execution of legitimate 
slashing transactions.

Root Nodes can be granted veto rights 
on governance decisions regarding rules 
of applications and protocols using Q’s 
governance services. Other enforcement 
mechanisms, such as referrals of 
decisions back to tokenholders or 
slashing of staked tokens, are also 
possible, although currently not 
implemented.

Importantly, the rights of Root Nodes are 
strictly limited to specific governance 
decisions, with a clearly defined scope of 
discretion within which Root Nodes can 
exercise their power. In case of abuse, 
tokenholders can contest Root Node 
decisions via Q’s dispute resolution 
procedure. 

Q’s governance services can be 
integrated by applications building 
natively on Q’s layer 1 blockchain and - 
via crosschain messaging bridges - can 
also be used by applications that are 
deployed on other blockchains. 


4.6 Q Economics and Shared 
Governance Security
Q Protocol enables 

 of the protocol. The applications 
can be built as native modules into the 
protocol, using Q’s smart contract layer 
(Figure 4 ), or can “opt-in” to use Q’s 
governance features.

integrated 
applications that use the governance 
features

The security of integrated applications 
benefits from Q’s core governance 
functions of rule setting, enforcement 
and dispute resolution. The integration of 
DApps into the protocol reduces 
governance risk for all decisions related 
to subjective rules. Such subjective rules 
include treasury spending decisions of 
DAOs, governance of code upgrades of 
protocols or parameter setting in DeFi 
applications.


Besides improving the security of 
governance decisions, fee generation

and distribution are streamlined, as fees 
from governance services, transactions, 
identity management, and other sources, 
such as slashing penalties, are 
automatically handled at the protocol 
level. While transaction fees pay for 
transaction security, governance fees 
pay for governance security.

Governance fees are paid by all 
integrated applications and accrue to 
the stakeholders that provide 
governance security, including Root 
Nodes and QGOV Token Holders.

In this way, Q expands the concept of 
shared security toward governance 
decisions: Various applications share Q’s 
governance layer, which provides 
security related to the enforcement of 
subjective governance rules.

https://medium.com/@golfdefigame/key-points-analyze-with-q-blockchain-a8dbfa974995
https://medium.com/@golfdefigame/key-points-analyze-with-q-blockchain-a8dbfa974995
https://medium.com/@golfdefigame/key-points-analyze-with-q-blockchain-a8dbfa974995
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In order to corrupt the governance of a 
specific integrated application, an 
attacker would need to corrupt not only 
this application’s governance but also 
the Q Protocol as a whole.

This increases the cost of governance 
attacks, significantly making them 
economically less attractive. Within the 
Q ecosystem, this concept has been 
termed “Shared Governance Security.”


Sharing governance security and fee 
generation across applications leads to 
a more sustainable economic model that 
aligns incentives across the network. 

Stakeholders in the system are 
incentivized to provide best-in-class 
governance security, which benefits the 
applications using it and also results in 
increased fees at the Q Protocol level. 
Since governance is unified across 
applications, it can be provided 
efficiently and cohesively.

Figure 4: Fees distribution

Source: Q Protocol

Traditional Network Fee Model Q Protocol Fee Model

(De-Fi, De-Sci, RWA, etc)

S
H

A
R

E
D

 T
X

 S
EC

U
R

IT
Y

S
H

A
R

E
D

 T
X

 S
EC

U
R

IT
Y

G
O

V
E

R
N

A
N

C
E

 S
EC

U
R

IT
Y

L1s, L25, e.g., Ethereum, Polygon, Polkadot

APPLICATION LAYER

TX
 F

E
E

S

TX
 F

E
E

S

O
TH

E
R

 F
E

E
S

O
TH

E
R

 F
E

E
S

TRADITIONAL

BUSINESSES

(De-Fi, De-Sci, RWA, etc)
APPLICATION LAYER L1s, L2s

Q PROTOCOL
G

O
V

E
R

N
A

N
C

E

FE

E
S

Q’s vision also includes an
 by which Q ID Holders, 

individuals who have undergone identity 
verification on the network, receive 
regular rewards in the form of QGOV 
tokens. Funds for these reward 
distributions are sourced mainly from 
transaction and governance fees. The 
distribution is not tied to the amount of 
assets held but benefits every user 
equally. 

 innovative 
mechanism

This incentivizes inclusive personal 
engagement and avoids the 
concentration of power that often arises 
from purely asset-weighted systems. 
While Q ID has not yet been 
implemented, it is a roadmap item that is 
expected to benefit the Q ecosystem. 

https://q.org/about-q
https://q.org/files/Q_Whitepaper_v1.0.pdf
https://q.org/files/Q_Whitepaper_v1.0.pdf
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The Q Protocol was designed to combine 
the predictability of automated rules 
characteristic of “code-is-law”-based 
governance with the safety and flexibility 
typical of offchain governance systems.

By taking the best of both worlds, Q lets 
users govern the system onchain while 
having a legal framework to enforce 
subjective rules and resolve disputes in 
a private court if necessary. This 
expands the scope of rules that can be 
enforced onchain beyond the currently 
prevailing “code-is-law” paradigm.


4.7 Q Blockchain’s Ecosystem and 
Position in the Industry

Looking at the layer 1 ecosystem, 
blockchains such as Tezos and Polkadot 
stick to onchain governance, while 
Ethereum and BNB Smart Chain firmly 
rely on offchain governance mechanisms, 
as seen below in Table 2.


Onchain governance mechanisms are 
often prone to attacks by larger 
tokenholders and can yield suboptimal 
results when only a small minority of 
holders actively partake in voting. 
Offchain governance systems, on the 
other hand, may sometimes lack 
transparency and ignore the opinions

of tokenholders. 

For example, the strategic development 
of Ethereum is primarily ruled by the 
Ethereum Foundation. 

Yet, the Foundation’s exact headcount, 
organizational structure, and decision-
making processes are not explicitly 
stated.

Disagreement about these central 
decisions on protocol updates can lead 
to forks of the blockchain, which 
happened to Ethereum both after the 

and the . At the same 
time, pure onchain governance is 
susceptible to hostile takeovers, as in 
the case of the capture of Compound 
Finance.  


 
DAO hack Merge

To avoid such scenarios, the Q Protocol 
implemented rules in its constitution. 
While minority voters could still fork

the blockchain – there is no technical 
solution to prevent this – doing so 
would be non-constitutional and 
penalized through slashing.


https://www.galaxy.com/insights/research/ethereum-governance/#:~:text=Like%20Bitcoin%2C%20the%20governance%20process,decentralized%20autonomous%20organizations%20(DAOs).
https://www.galaxy.com/insights/research/ethereum-governance/#:~:text=Like%20Bitcoin%2C%20the%20governance%20process,decentralized%20autonomous%20organizations%20(DAOs).
https://en.wikipedia.org/wiki/The_DAO
https://www.investopedia.com/the-ethereum-merge-6504132#:~:text=The%20Ethereum%20Merge%20was%20the,switched%20to%20a%20PoS%20model.
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Table 2: Comparison of Blockchain governance mechanisms

Source: Tezos, Medium, Q Blockchain

Adopter

Basis for protocol 
changes

Proposal 
submitters 

Decision-making 
process

Key decision-
makers

Advantages

Disadvantages

Tezos, Polkadot

Onchain voting

Project 
tokenholders 

Through direct voting via 
smart contracts open to 
all tokenholders

Top tokenholders, 
council members

Transparency and 
comprehensiveness

� Manipulation risk by 
larger tokenholder�

� Low participation

Ethereum, BNB Smart Chain

Rough social consensus

Anyone

Through a review by the 
core team of developers

and stakeholders

Usually core developers, 
node operators, and DApp 
operators

Flexibility and reduced 
attack vulnerability

� The opaqueness of the 
decision-making proces�

� limited participation 
opportunities for regular 
user�

� slow process 

Q Blockchain

Q Constitution (rule-based with 
checks and balances)

Holders of QGOV (the 
governance token of Q) can 
submit proposals through a 
dedicated portal 

Through direct voting via smart 
contracts open to all 
tokenholders yet subject to Root 
Node/Expert Panel decisions or 
vetos for certain proposals

Tokenholders (ultimate decision 
makers), Root Nodes (only 
interpretation and execution of 
decisions within a clearly defined 
scope of discretion)

Combines advantages of 
onchain and offchain 
governance systems

Relative complexity given the 
different roles of stakeholders

Onchain 
governance

Offchain 
governance

Combination of onchain 
and offchain governance

4.8 Q Project Ecosystem
Q’s main governance features can be 
accessed via the , 
which allows users to propose and vote 
on network changes. The hub requires 
users to lock tokens to propose and vote 
on changes, which drives demand for 
QGOV as the community and ecosystem 
grow. The Q Governance Hub 
furthermore lets tokenholders propose 
and vote for various aspects of the 
blockchain’s operations, including

Q Governance Hub

Q Protocol also lets other projects use 
its governance framework. For instance, 

 a layer-2 blockchain designed 
specifically for decentralized 
management,  to 
simplify the dispute resolution process 
for DAOs. 

Gosh,

has partnered with Q

proposals to amend the constitution 
and slash the stakes of noncompliant 
validators.

https://opentezos.com/tezos-basics/governance-on-chain/
https://medium.com/@bikingex/understanding-ethereum-governance-process-821c83b45b6a#:~:text=Like%20Bitcoin%2C%20Ethereum's%20governance%20process,autonomous%20organization%20(DAO)%20votes.
https://q.org/constitution#_onchain_voting
https://hq.q.org/governance/q-proposals
https://q.org/constitution#_onchain_voting
https://hq.q.org/governance/q-proposals
https://gosh.sh/
https://blog.gosh.sh/p/gosh-partners-with-q-offering-dispute
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DAOs on Gosh will be able to protect the 
interests of their minority participants 
and use private arbitration

in cases of disagreement. Overall, there 
are currently 15 DAOs and governance 
projects that use Q’s so-called opt-in 
governance features, and the number 
keeps growing as seen in Table 3 below.


Q features an integrated application for 
 through which 

users can borrow stable USD-pegged 
debt tokens against collateral such as 
QBTC, a wrapped BTC token minted via 
the  Apart from the integrated 
application, another prominent DeFi 
application on Q is . 

lending and borrowing,

Q Bridge.

Elk Finance

While some projects only introduce 
certain modules of Q into their 
ecosystems, others build their offerings 
entirely on the Q blockchain. The real-
world asset tokenization platform 

opted for the Q 
blockchain to 
of tokenized assets through the 
governance mechanisms offered by Q. 
SimplyTokenized chose Q for its security 
alongside inclusive and efficient 
governance.


SimplyTokenized 
improve the management 

Elk features incentivized farming 
opportunities for a variety of tokens, 
including WETH and QUSD, a USD-

pegged stablecoin native to Q.


Q is also taking strides toward cross-
chain adoption by  with 

 an interoperability platform 
for blockchain ecosystems. Projects built 
on Hyperplane-supported blockchains 
will be able to take advantage of Q’s 
powerful governance tools. Projects can 
separate their governance procedures 
on the Q blockchain from their activities 
on other chains. This allows them to 
maintain a high level of security while 
accessing the wide base of popular 
ledgers, such as Ethereum and Solana.

partnering
Hyperlane,

https://hq.q.org/saving-borrowing/saving
https://bridge.q.org/
https://app.elk.finance/
https://www.simplytokenized.com/startseite
https://www.linkedin.com/posts/poeltner_simplytokenized-revolutionizes-asset-tokenization-activity-7176867320340856832-P1_P/
https://q.org/blog/q-blockchain-and-hyperlane-pioneer-cross-chain-governance-solutions
https://hyperlane.xyz/
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Figure 5: Q protocol ecosystem map

Category

Cross-chain 
interoperability

Hyperlane

Elk Finance

VedasLabs

Chainboard Labs

Hypernest

Startup Live

CoinEasy JokeRace

Religio DAO

Collab.Land

H.E.R. DAO

Mostrodarte Atoc Enigma

Kryptonauten Distributed University

Colossus Digital

Landslide

RBX

Stakecraft

hashQuark

Defaino

MoonVault


DeSci World Jocelyn DAO Gosh

AKO

The Last Monarchy Dmany

Koii Goodly Labs

Water150

Proof of Humanity

Immunefi

Jita



Safe

Metamask



Dynastique

Onemint

TokenE

Orally Oracle Service

Q Name Service

Trezor

Ledger



Bookrypto

Q Bazaar



Chainsecurity

w3sign

Meta Pool

inSure DeFi

brained.io

Greenfield One

ChainLayer

Stake Craft

Validatrium

Redcurry

SimplyTokenized

VNX

Nyayomat

Kleros

Closer Earth

LexDAO

KALI

Liberland

The DAOist

Wrappr

Accelerators / 
Investment Funds

Social

RWA & tokenization

Music

Education

Staking/
Restaking

DeFi

Science

Transportation

Gaming / Quests

AI

Sustainability

Digital identity

Security

Wallets

NFT

Infrastructure

Project

Source: Q Protocol

https://opentezos.com/tezos-basics/governance-on-chain/
https://medium.com/@bikingex/understanding-ethereum-governance-process-821c83b45b6a#:~:text=Like%20Bitcoin%2C%20Ethereum's%20governance%20process,autonomous%20organization%20(DAO)%20votes.
https://q.org/constitution#_onchain_voting
https://ecosystem.q.org/
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5. Conclusion
Q Protocol has positioned itself as a 
forward-thinking blockchain platform 
that combines the strengths of both 
onchain and offchain governance. Its 
innovative architecture addresses key 
challenges such as decentralization, 
security, and manipulation risks. It 
provides a legally enforceable 
governance framework through the Q 
Constitution. 

This governance framework is applied to 
the Q Protocol itself and can also be 
used by other applications and 
protocols. Q integrates onchain voting 
with offchain arbitration and expert 
panels, ensuring a balanced and 
transparent governance model that 
reduces vulnerabilities and empowers 
stakeholders.


Q Protocol’s governance model, which 
features slashing penalties, voting 
mechanisms, and the participation of 
validator and root nodes, offers a secure 
environment for both developers and 
users.

Leveraging Q’s concept of “shared 
governance security” allows developers 
to increase the security of their 
applications and build governance 
systems that can effectively be enforced 
in a fully decentralized way. Combining 
these features with its tokenomics model 
and growing ecosystem makes Q a 
promising platform for projects across 
various sectors, including DeFi, real-world 
asset tokenization, and crosschain 
interoperability.


In the near term, Q Protocol is well-
positioned for continued growth as it 
expands its partnerships and ecosystem. 
Q will support projects that leverage its 
governance capabilities. The ongoing 
development of applications and the 
network’s scalability will further solidify 
Q’s role as a comprehensive solution in 
decentralized governance.


https://opentezos.com/tezos-basics/governance-on-chain/
https://medium.com/@bikingex/understanding-ethereum-governance-process-821c83b45b6a#:~:text=Like%20Bitcoin%2C%20Ethereum's%20governance%20process,autonomous%20organization%20(DAO)%20votes.
https://q.org/constitution#_onchain_voting
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Disclaimer
This document is for information only 
and does not constitute investment 
advice, an investment recommendation, 
or a solicitation to buy or sell — it is 
merely a summary of key aspects of the 
Cointelegraph Report. In particular, this 
document is not intended to replace 
individual investment or other advice.

The information contained in this 
publication is based on the knowledge 
available at the time of preparation and 
is subject to change without notice. The 
authors were diligent with their selection 
of information but assume no liability for 
the accuracy, completeness or 
timeliness of the information provided.

Past performance is not a guide to future 
performance. Values may fall or rise, and 
you may not get back the amount you 
invested. Income from investments may 
fluctuate.


Cointelegraph does not endorse and is 
not responsible for or liable for any 
content, accuracy, quality, advertising, 
products or other materials on this page. 
Readers should do their own research 
before taking any actions related to the 
company.

Cointelegraph is not responsible, directly 
or indirectly, for any damage or loss 
caused or alleged to be caused by or in 
connection with the use of or reliance on 
any content, goods, or services 
mentioned in this publication.

Additional Contacts

Questions, Comments 
or Customer Service research@cointelegraph.com

https://opentezos.com/tezos-basics/governance-on-chain/
https://medium.com/@bikingex/understanding-ethereum-governance-process-821c83b45b6a#:~:text=Like%20Bitcoin%2C%20Ethereum's%20governance%20process,autonomous%20organization%20(DAO)%20votes.
https://q.org/constitution#_onchain_voting
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